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Computing and Online Safety 
Policy 2023 
 

Ethos 
At Eslington Primary School, we aim to provide a Computing and Digital Literacy curriculum that supports the overall aims of the school and develops knowledge, skills and understanding that will enable children to respond to the demands of a rapidly changing technological world. 
The use of information and communication technology is an integral part of the national curriculum and is a key skill for everyday life. computers, programmable robots, digital and video cameras are a few of the tools that can be used to acquire, organise, store, manipulate, interpret, communicate and present information. At Eslington Primary School we recognise that pupils are entitled to quality hardware and software and a structured and progressive approach to the learning of the skills needed to enable them to use it effectively. The purpose of this policy is to state how the school intends to make this provision. 
 
Aims 
Through Computing at Eslington Primary School we aim to; 
· provide a relevant, challenging and enjoyable curriculum for computing for all pupils; 
· meet the requirements of the national curriculum programmes of study for computing; 
· use ICT and computing as a tool to enhance learning throughout the curriculum; 
· to respond to new developments in technology; 
· to equip pupils with the confidence and capability to use ICT and computing throughout their later life; 
· to develop the understanding of how to use ICT and computing safely and responsibly. 
· The national curriculum for computing aims to ensure that all pupils: 
· can understand and apply the fundamental principles of computer science, including logic, algorithms, data representation, and communication; 
· can analyse problems in computational terms, and have repeated practical experience of writing computer programs in order to solve such problems; 
· can evaluate and apply information technology, including new or unfamiliar technologies, analytically to solve problems; 
· are responsible, competent, confident and creative users of information and communication technology; 
 
It is also in response to our Rights Respecting Ethos
The United Nations Convention on the Rights of the Child (CRC) is at the heart of our schools planning, policies, practice and ethos. As a Rights-Respecting school we teach an understanding of children’s rights, but also always model mutual respect and promote an awareness of pupils’ rights. Everyone within the school community has rights, upon which we base our aims and school ethos.  These have been further informed by the United Nations Convention on the Rights of the Child (UNCRC).
These rights are: 
1. To be safe 
1. To be heard 
1. To have beliefs 
1. To receive support 
1. To be treated with respect and dignity 
1. To learn/teach 

Objectives 
The core of computing is computer science, in which pupils are taught the principles of information and computation, how digital systems work and how to put this knowledge to use through programming.  Building on this knowledge and understanding allows pupils to use information technology to create programs, systems and a range of content. Computing also ensures that pupils become digitally literate – able to use, and express themselves and develop their ideas through, information and communication technology –at a level suitable for the future workplace and as active participants in a digital world 
 
Key Stage 1  
By the end of key stage 1 pupils should be taught to: 
· Understand what algorithms are, how they are implemented as programs on digital devices, and that programs execute by following a sequence of instructions  
· Write and test simple programs 
· Use logical reasoning to predict and computing the behaviour of simple programs. 
· Organise, store, manipulate and retrieve data in a range of digital formats 
· Communicate safely and respectfully online, keeping personal information private, and recognise common uses of information technology beyond school.  
 
Key Stage 2 
By the end of key stage 2 pupils should be taught to:  
· Design and write programs that accomplish specific goals, including controlling or simulating physical systems; solve problems by decomposing them into smaller parts 
· Use sequence, selection, and repetition in programs; work with variables and various forms of input and output; generate appropriate inputs and predicted outputs to test programs  
· Use logical reasoning to explain how a simple algorithm works and to detect and correct errors in algorithms and programs Understand computer networks including the internet; how they can provide multiple services, such as the world-wide web; and the opportunities they offer for communication and collaboration  
· Describe how internet search engines find and store data; use search engines effectively; be discerning in evaluating digital content; respect individuals and intellectual property; use technology responsibly, securely and safely  
· Select, use and combine a variety of software (including internet services) on a range of digital devices to accomplish given goals, including collecting, analysing, evaluating and presenting data and information 
 
Planning  
To cover the entirety of the national curriculum and to allow for progression across the school we use the NCCE - Teach Computing Curriculum as a resource to support planning. This is a resource to support staffs knowledge and understanding of the ICT curriculum. These schemes are in line with the National Curriculum and cover the entirety of the curriculum objectives. Each year group has three computing units to cover over the year and online-safety units which are delivered through weekly assemblies and through whole school events. Each unit progresses towards a meaningful end task. The planning allows for differentiation and gives support tasks and extension tasks to ensure all children have equal opportunities to make progress.   
 
Cross-Curricular links with Computing 
All staff are aware that ICT and computing capability should be achieved through core and foundation subjects. Where appropriate, ICT and computing should be incorporated into all subjects. ICT and computing should be used to support learning in other subjects as well as develop ICT and computing skills, allowing opportunities for STEM learning 
 
Inclusion 
At Eslington Primary School we cater for children with a range of individual needs which may include Social, Emotional, and Mental Health Difficulties.  Every pupil is highly valued, included and encouraged to progress, achieve and succeed.  We recognise that children learn in a range of ways and that gaps may exist in the skills they have developed due to previous educational experiences.  We strive to meet the needs of every child in the school through high quality planning, teaching and learning, and evaluations.  We provide learning opportunities that allow all children to achieve regardless of ability.  We also understand that for some pupils, Computing is a significant strength and we identify them as Gifted and Talented.  We endeavour to find ways to appropriately challenge them so that they may reach their full potential.  We find out about opportunities within the local area and encourage them to join clubs out of school so that they may receive specialist training to enhance their natural abilities and talents.   
 
Monitoring 
The subject leader is responsible for monitoring the standard of the children’s work and the quality of teaching in line with the school’s monitoring cycle. This may be through lesson observations and ‘book-looks’ The subject leader is also responsible for supporting colleagues in the teaching of computing, for being informed about current developments in the subject, and for providing a strategic lead and direction for the subject in the school. 
 
Resources 
Eslington Primary School acknowledges the need to continually maintain, update and develop its resources and to make progress towards a consistent, compatible ICT infrastructure by investing in resources that will effectively deliver the strands of the national curriculum and support the use of ICT and computing across the school. Teachers are required to report any faults as soon as they are noticed. Resources if not classroom based are located with the ICT Lead. 
ICT and computing network infrastructure and equipment has been sited so that: 
· Every classroom from Year 1 to Yr6 has a computer connected to the school network and an interactive whiteboard with sound and DVD facilities 
· Each pupil is KS1 has access to their own iPad and in KS2 pupils have access to a personal laptop.
· Each class teacher has access to an iPad connected to the internet 
 
Security 
• Use of ICT and computing will be in line with the school’s ‘acceptable use policy/online-safety policy’.  
• Parents will be made aware of the ‘acceptable use policy’ at school entry.  
• All pupils and parents will be aware of the school rules for responsible use of ICT and computing and the internet and will understand the consequence of any misuse.

Background - Why Is Internet Use Important? 
The purpose of internet use in school is to raise educational standards, to promote pupil achievement, to support the professional work of staff and to enhance the school’s management information and administration systems. Internet use is part of the statutory curriculum and a necessary tool for learning. It is an essential element in 21st century life for education, business and social interaction. Access to the internet is therefore an entitlement for pupils who show a responsible and mature approach to its use and Eslington Primary has a duty to provide pupils with quality internet access. Many pupils will access the internet outside school and will need to learn how to evaluate online information and to take care of their own safety and security. 
 
How Does Internet Use Benefit Education? 
Benefits of using the internet in education include: 
· access to world-wide educational resources including museums, libraries and art galleries 
· rapid and cost-effective worldwide communication 
· educational and cultural exchanges between pupils worldwide 
· access to experts in many fields for pupils and staff 
· professional development for staff through access to national developments, educational materials and effective curriculum practice 
· collaboration across support services and professional associations 
· improved access to technical support including remote management of 
· networks and automatic system updates 
· exchange of curriculum and administration data with the Local Authority 
· access to learning wherever and whenever convenient 
· greatly increased skills in Literacy  
 
 
Safeguarding Online 
Online safety And Internet Usage 
Online safety encompasses internet technologies and electronic communications such as mobile phones and wireless technology. It highlights the need to educate children about the benefits and risks of using new technology and provides safeguards and awareness for users to enable them to control their online experiences. The school’s Online safety policy will operate in conjunction with other policies including those for Email Security, Behaviour, Anti-Bullying, Safeguarding, Child Protection, Mobile Phone, Data Protection, Image Consent form and Security. 
 
· It is essential that children are safeguarded from potentially harmful and inappropriate material or behaviours online. We will adopt a whole school approach to online safety which will empower, protect, and educate our learners and staff in their use of technology, and establish mechanisms to identify, intervene in, and escalate any concerns where appropriate. 
  
· We will ensure online safety is reflected as required in all relevant policies. Online safety is considered as a running and interrelated theme when devising and implementing our policies and procedures and when planning our curriculum, staff training, the role and responsibilities of the DSL and parental engagement.  
  
· The school identifies that the breadth of issues classified within online safety is considerable, but can be categorised into four areas of risk:  
· Content: being exposed to illegal, inappropriate or harmful content. For example pornography, fake news, racism, misogyny, self-harm, suicide, anti-Semitism, radicalisation and extremism.  
· Contact: being subjected to harmful online interaction with other users. For example, peer on peer pressure, commercial advertising and adults posing as children or young adults with the intention to groom or exploit children for sexual, criminal, financial or other purposes.  
· Conduct: personal online behaviour that increases the likelihood of, or causes, harm. For example, making, sending and receiving explicit images (e.g. consensual and non-consensual sharing of nudes and semi-nudes and/or pornography), sharing other explicit images and online bullying. 
· Commerce: risks such as online gambling, inappropriate advertising, phishing and or financial scams. 

Indicators of abuse and neglect
Abuse: a form of maltreatment of a child. Somebody may abuse or neglect a child by inflicting harm or by failing to act to prevent harm. Children may be abused in a family or in an institutional or community setting by those known to them or, more rarely, by others. Abuse can take place wholly online, or technology may be used to facilitate offline abuse. Children may be abused by an adult or adults or by another child or children.
Cybercrime: is criminal activity committed using computers and/or the internet. It is broadly categorised as either ‘cyber-enabled’ (crimes that can happen off-line but are enabled at scale and at speed on-line) or ‘cyber dependent’ (crimes that can be committed only by using a computer). Cyber-dependent crimes include:
· Unauthorised access to computers (illegal ‘hacking’), for example accessing a school’s computer network to look for test paper answers or change grades awarded.
· Denial of Service (Dos or DDoS) attacks or ‘booting’. These are attempts to make a computer, network or website unavailable by overwhelming it with internet traffic from multiple sources. 
· Making, supplying or obtaining malware (malicious software) such as viruses, spyware, ransomware, botnets and Remote Access Trojans with the intent to commit further offence, including those above. 
Children with particular skill and interest in computing and technology may inadvertently or deliberately stray into cyber-dependent crime. If there are concerns about a child in this area, the designated safeguarding lead (or a deputy), should consider referring into the Cyber Choices programme. This is a nationwide police programme supported by the Home Office and led by the National Crime Agency, working with regional and local policing. It aims to intervene where young people are at risk of committing, or being drawn into, low level cyber-dependent offences and divert them to a more positive use of their skills and interests. 

Note that Cyber Choices does not currently cover ‘cyber-enabled’ crime such as fraud, purchasing of illegal drugs on-line and child sexual abuse and exploitation, nor other areas of concern such as on-line bullying or general on-line safety. 

Additional advice can be found at: Cyber Choices, ‘NPCC- When to call the police’ and National Cyber Security Centre - NCSC.GOV.UK

Child Sexual Exploitation (CSE): CSE is a form of child sexual abuse. Sexual abuse may involve physical contact, including assault by penetration (for example, rape or oral sex) or nonpenetrative acts such as masturbation, kissing, rubbing, and touching outside clothing. It may include noncontact activities, such as involving children in the production of sexual images, forcing children to look at sexual images or watch sexual activities, encouraging children to behave in sexually inappropriate ways or grooming a child in preparation for abuse including via the internet.
Child on Child abuse: All staff should be aware that children can abuse other children (often referred to as child on child abuse). And that it can happen both inside and outside of school or college and online. It is important that all staff recognise the indicators and signs of ‘child on child’ abuse and know how to identify it and respond to reports.
Peer on peer abuse is most likely to include, but may not be limited to:
• bullying (including cyberbullying, prejudice-based and discriminatory bullying)
• abuse in intimate personal relationships between peers
• physical abuse such as hitting, kicking, shaking, biting, hair pulling, or otherwise causing physical harm (this may include an online element which facilitates, threatens and/or encourages physical abuse)
• sexual violence, such as rape, assault by penetration and sexual assault; (this may include an online element which facilitates, threatens and/or encourages sexual violence
• sexual harassment, such as sexual comments, remarks, jokes and online sexual harassment, which may be standalone or part of a broader pattern of abuse
• causing someone to engage in sexual activity without consent, such as forcing someone to strip, touch themselves sexually, or to engage in sexual activity with a third party
• consensual and non-consensual sharing of nudes and semi-nude images and or videos (also known as sexting or youth produced sexual imagery)
• upskirting, which typically involves taking a picture under a person’s clothing without their permission, with the intention of viewing their genitals or buttocks to obtain sexual gratification, or cause the victim humiliation, distress or alarm
• initiation/hazing type violence and rituals (this could include activities involving harassment, abuse or humiliation used as a way of initiating a person into a group and may also include an online element).
Emotional abuse: the persistent emotional maltreatment of a child such as to cause severe and adverse effects on the child’s emotional development. It may involve serious bullying (including cyberbullying)
Sexual abuse: involves forcing or enticing a child or young person to take part in sexual activities, not necessarily involving violence, whether or not the child is aware of what is happening. The activities may involve non-contact activities, such as involving children in looking at, or in the production of, sexual images, watching sexual activities, encouraging children to behave in sexually inappropriate ways, or grooming a child in preparation for abuse. Sexual abuse can take place online, and technology can be used to facilitate offline abuse. Sexual abuse is not solely perpetrated by adult males. Women can also commit acts of sexual abuse, as can other children. The sexual abuse of children by other children is a specific safeguarding issue (also known as peer on peer abuse) in education and all staff should be aware of it and of their school or colleges policy and procedures for dealing with it.
Sharing nudes and semi-nudes: The term ‘sharing nudes and semi-nudes’ is used to mean the sending or posting of nude or semi-nude images, videos or live streams by children under the age of 18 online. This could be via social media, gaming platforms, chat apps or forums. It could also involve sharing between devices via services like Apple’s AirDrop which works offline.
The term ‘nudes’ is used as it is most commonly recognised by children and more appropriately covers all types of image sharing incidents. 

The motivations for taking and sharing nude and semi-nude images, videos and live streams are not always sexually or criminally motivated. Such images may be created and shared consensually by children who are in relationships, as well as between those who are not in a relationship. It is also possible for a child in a consensual relationship to be coerced into sharing an image with their partner. 

Incidents may also occur where:
· Children find nudes and semi-nudes online and share them claiming to be from another child
· Children digitally manipulate an image of a child into an existing nude online
· Images created or shared are used to abuse other children e.g. by selling images online or obtaining images to share more widely without consent to publicly shame

The sharing of nudes and semi-nudes can happen publicly online, in 1:1 messaging or via group chats and closed social media accounts.
Nude or semi-nude images, videos or live streams may include more than one child.
Creating and sharing nudes and semi-nudes of under-18s (including those created and shared with consent) is illegal which makes responding to incidents involving children complex. There are also a range of risks which need careful management from those working in education settings.

Many professionals may refer to ‘nudes and semi-nudes’ as:
· Youth produced sexual imagery or ‘youth involved’ sexual imagery indecent imagery. This is the legal term used to define nude or semi-nude images and videos of children under the age of 18. 
· ‘Sexting’. Many adults may use this term, however some children interpret sexting as ‘writing and sharing explicit messages with people they know’ rather than sharing images.
· Image-based sexual abuse. This term may be used when referring to the non-consensual sharing of nudes and semi-nudes.

Please see safeguarding policy about initial response to sharing nudes or Semi-nudes. 

We recognise that technology, and the risks and harms related to it, evolve and change rapidly. The school will carry out an annual review of our approaches to online safety, supported by an annual risk assessment which considers and reflects the risks our children face. 
  
The Headteacher will be informed of online safety concerns by the DSL, as appropriate. The named governor for safeguarding will report on online safety practice and incidents, including outcomes, on a regular basis to the wider governing board.  

Policies and Procedures

· The DSL has overall responsibility for online safety within the school but will liaise with other members of staff, for example IT technicians, curriculum leads etc. as necessary. 

· The DSL will respond to online safety concerns reported in line with our child protection and other associated policies, including our anti-bullying, social media and behaviour policies. 
· Internal sanctions and/or support will be implemented as appropriate.
· Where necessary, concerns will be escalated and reported to relevant partner agencies in line with local policies and procedures. 

· We use a wide range of technology. This includes computers, laptops, tablets and other digital devices, the internet, our learning platform, intranet and email systems. 
· All school owned devices and systems will be used in accordance with our acceptable use policies and with appropriate safety and security measures in place. 
· We recognise the specific risks that can be posed by mobile and smart technology, including mobile/smart phones, cameras and wearable technology. In accordance with KCSIE 2023 the school has appropriate mobile and smart technology, image use, online and acceptable use policies in place, which are shared and understood by all members of the community.  

Appropriate Filtering and Monitoring 

The leadership and relevant staff are:
· Aware of all internet monitoring and filtering systems
· Manage them effectively
· Know how to escalate concerns when they are identified 

· We will do all we reasonably can to limit children’s exposure to online risks through school provided IT systems and will ensure that appropriate filtering and monitoring systems are in place.  The UK Safer Internet Centre has published guidance as to what “appropriate” filtering and monitoring might look like.
If children or staff discover unsuitable sites or material, they are required to: turn off monitor/screen, use a screen cover widget, report the concern immediately to a member of staff, report the URL of the site to technical staff/services. 
· All users will be informed that use of our systems can be monitored, and that monitoring will be in line with data protection, human rights, and privacy legislation. 
· Filtering breaches or concerns identified through our monitoring approaches will be recorded and reported to the DSL who will respond as appropriate. 
· Any access to material believed to be illegal will be reported immediately to the appropriate agencies, such as the Internet Watch Foundation and the police.
· When implementing appropriate filtering and monitoring, we will ensure that “over blocking” does not lead to unreasonable restrictions as to what children can be taught with regards to online teaching and safeguarding.

· We acknowledge that whilst filtering and monitoring is an important part of our online safety responsibilities, it is only one part of our approach to online safety. 
· Children will use appropriate search tools, apps and online resources as identified following an informed risk assessment. 
· Children’s internet use will be supervised by staff according to their age and ability.
· Children will be directed to use age appropriate online resources and tools by staff.

Information Security and Access Management  
 
· School is responsible for ensuring an appropriate level of security protection procedures are in place, in order to safeguard our systems as well as staff and learners.  
·  We will review the effectiveness of these procedures periodically to keep up with evolving cyber-crime technologies.  

Other policies associated with security and access management are:
· ICT and acceptable use policy
· GDPR policy
· Data protection policy

  
Staff Training 
  
· We will ensure that all staff receive online safety training as part of induction and that ongoing online safety training and update for all staff will be integrated, aligned and considered as part of our overarching safeguarding approach. 
  
Educating Children 
  
· We will ensure a comprehensive whole school curriculum response is in place to enable all children to learn about and manage online risks effectively as part of providing a broad and balanced curriculum.  
  
  
Working with Parents/Carers

· We will build a partnership approach to online safety and will support parents/carers to become aware of and alert to the potential online benefits and risks for children by offering further information on our school website and sending out support information as and when parent require it.  

Remote Learning
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· We will ensure any remote sharing of information, communication and use of online learning tools and systems will be in line with privacy and data protection requirements.

· All communication with children and parents/carers will take place using school provided or approved communication channels; for example, school provided email accounts and phone numbers and agreed systems (SeeSaw and Office 365)
· Staff and children will engage with remote teaching and learning in line with existing behaviour principles as set out in our behaviour policy/code of conduct and acceptable use policies. 
· Staff and children will be encouraged to report issues experienced at home and concerns will be responded to in line with our child protection and other relevant policies. 
· When delivering remote learning, staff will follow our remote learning policy.                    
· Parents/carers will be made aware of what their children are being asked to do online, including the sites they will be asked to access. We will continue to be clear who from the school their child is going to be interacting with online. 
· Parents/carers will be encouraged to ensure children are appropriately supervised online and that appropriate parent controls are implemented at home. 
If Eslington faces a period of short or long term closure, staff will continue to provide education and support to our parents and pupils using Remote Learning where possible.  
 
The main electronic communications tool which will be used across the school will be Seesaw. Which will allow staff to keep in regular contact with their pupils and parents. During a period of remote learning, the normal day to day teaching and learning which normally takes place in a school environment, will be carefully considered and this will form the content of the activities delivered into the home electronically or indeed by way of a class pack where possible.  The Health and Well-Being of our pupils and families will also be a focus with activities and communications designed to address these needs.  
 
Parental involvement  
Parents are encouraged to support the implementation of ICT and computing where possible by encouraging use of ICT and computing skills at home during home-learning tasks and through the school website and approved websites e.g. Mathletics, Seesaw, Nessy etc. They will be made aware of the importance of online-safety and encouraged to promote this at home 
 
 
Signed _________________________________________   
 
Date ____________ 
 
Mr Luke Fowler 

Computing Co-coordinator Mr Fowler 
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